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What we can do 
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Open dialogue with your child 

Family agreement 

Consider filtering and blocking software 

Think before you/they post 

Understand the laws 

Privacy settings and reporting 

Save the evidence and report the incident 

Age ratings on apps and games 

Protect their personal information 

Sign up to the 

UK Safer 

Internet Centre 

newsletter at: 

 
saferinternet.org.uk  
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Parental controls: 
● On device 

● Broadband provider 

● Search engine 

● Disabling choices in Apps 

Talk to your child about: 
● how to stay safe 

● the importance of staying safe. 

● choices and their consequences. 

● what personal information is and how to keep it private. 

 

Blocking and reporting: 
● Know how to block and 

report other users who are 

behaving inappropriately 

Being a positive role model 

Monitoring 
● Monitoring what your child 

likes to do online: 

● Ask them to show you 

what they do.  

● Play some online games. 

● Ask them to teach you. Setting appropriate time limits. 
 

Celebrating positive uses 

https://www.internetmatters.org/
https://www.commonsensemedia.org/
https://www.thinkuknow.co.uk/parents/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/
https://www.saferinternet.org.uk/
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NSPCC - TEAM 
The NSPCC suggests parents and carers are an essential part of the T.E.A.M that helps keep children safe online: 

T = Talk about staying safe online 

E = Explore their online world together 

A = Agree rules about what is ok and what’s not 

M = Manage your family’s settings and controls 

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/ 
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Family Agreement 

http://www.childnet.com/blog/family-agreement 

http://www.childnet.com/blog/family-agreement
http://www.childnet.com/blog/family-agreement
http://www.childnet.com/blog/family-agreement
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General Data Protection Regulation 

https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
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http://www.childrenscommissioner.gov.uk/sites/default/files/publications/Growing Up Digital Taskforce Report January 2017_0.pdf
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Blocking and Reporting 

Internal and external to the app, game, website. 

https://www.internetmatters.org/report-issue/
https://www.facebook.com/help/263149623790594/
https://www.ceop.police.uk/Ceop-Report/
https://www.facebook.com/help/263149623790594/
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FB:Reporting an underage child 

https://en-gb.facebook.com/help/contact/209046679279097
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Social media, live streaming, gaming apps  

● Chatting to strangers. 

● Inappropriate content. 

● Posting inappropriate content 

 

Musical.ly 

Roblox 

ooVoo Yellow 

https://www.internetmatters.org/parental-controls/social-media-guides-parents/
https://www.internetmatters.org/advice/apps-guide/#tab-1431531253-2-18
https://www.internetmatters.org/hub/expert-opinion/musical-ly-app-parents-need-know/
https://www.net-aware.org.uk/networks/musically/
https://www.roblox.com/
http://www.childnet.com/blog/roblox-a-guide-for-parents
https://www.commonsensemedia.org/app-reviews
https://www.net-aware.org.uk/networks/oovoo/
https://www.internetmatters.org/hub/news-blogs/yellow-dating-app-teens/
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Zipit App: Inappropriate messaging 

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/sexting/zipit-app/
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Parental control: Mobile network 

● O2 

● Vodafone 

● Virgin 

● EE 

● 3 

● Tesco mobile 

● Talk Talk 

http://parentalcontrols-on.org/O2
http://parentalcontrols-on.org/O2
http://parentalcontrols-on.org/vodafone
http://parentalcontrols-on.org/Virgin-Mobile
http://parentalcontrols-on.org/ee
http://parentalcontrols-on.org/3
https://www.internetmatters.org/parental-controls/interactive-guide/?gclid=EAIaIQobChMImZX8oaHZ1gIVz7ftCh3AlQujEAAYASAAEgL5MfD_BwE
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PopJam: Under 13 social media 

https://www.superawesome.tv/
https://www.superawesome.tv/popjam
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Parental controls:Internet Provider   

https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls-offered-your-home-internet-provider
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Parental controls:  
Search engines, online content, gaming.  

● Search engines 

● Online content( TV,videos, music) 

● Gaming consoles 

https://www.internetmatters.org/parental-controls/entertainment-search-engines/
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Google safe search 

Google search settings 

Turn on SafeSearch 

 

 

 

Block explicit results on Google using SafeSearch 

If you still see inappropriate content report it. 

 

 

https://support.google.com/websearch/answer/510?co=GENIE.Platform%3DDesktop&hl=en
https://www.google.com/webmasters/tools/safesearch?pli%3D1&pli=1
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Child friendly search engines 

swiggle.org.uk 

http://www.swiggle.org.uk/
http://www.kidrex.org/
http://www.safesearchkids.com/
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YouTube: Restricted Mode 

You must turn it on on each browser 

● Sign into youtube, (If you don’t have an account create one). 

● Settings > Scroll down> Click on Restricted Mode>Select On >Save 

You can save this setting so no one can change it. 
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Report user in Youtube 

Click on the user > About >Flag> Report user 
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YouTube Kids Apps 
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Setting time limits: Avoiding addiction  

● Establish time limits and tech free zones 

● Choose quality apps, games, movies that are age appropriate. 

● Balance activities: Tech time and other activities 

● Watch and play together. Find out what your child likes to do in the digital 

world. 

● Be a good role model: Use media the way you would your children to use. 

 

Family agreement 

http://www.childnet.com/blog/family-agreement
https://www.commonsensemedia.org/video/advice/technology-addiction
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Parental controls:  

● On device 
○ Disabling location services 

○ In app purchasing 

○ Content 

 

● Internet provider 

● Mobile network provider 

● Search engine, games, online content 

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/parental-controls/
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Parental control: 
On Device & Computers 

iPhone,iPad, iPod 

Android 

● Turn off  

○ in app purchases 

○ location services 

○ Share my location 

 

● Restrict content 

 

● Password protect the changes 

 

● Only download age appropriate 

apps and games 

https://support.apple.com/en-gb/ht201304
https://www.wikihow.tech/Set-Up-Parental-Controls-in-Android
https://support.apple.com/en-gb/ht201304
https://www.wikihow.tech/Set-Up-Parental-Controls-in-Android
https://www.commonsensemedia.org/app-reviews
https://www.internetmatters.org/parental-controls/devices-computers/
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Parental control apps 

For Android: 

● MMGuardian Parental Control 

● Funamo Parental Control 

● Kids Place – Parental Control 

● Applock 

● Screen Time Parental Control 

 

 

 

 

https://www.internetmatters.org/hub/expert-opinion/five-parental-control-apps-to-keep-your-child-safe-online/
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Online reputation: Digital Footprint 

Understand the implications: 

● of oversharing. 

● inappropriate images. 

● inappropriate comments. 

● Poor judgment when posting. 

Understand the importance  

● of privacy settings. 

● Good quality passwords and the need to change them regularly. 

● Treating others online well 

● Correcting inaccurate information  

● Deactivate accounts no longer used 

 

 

http://parentinfo.org/article/your-child-s-digital-footprint
https://www.internetmatters.org/issues/online-reputation/
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Identity theft 

 

● Keep personal information private 

● Use strong passwords, keep them private and change them regularly 

● Don’t  give out personal information for rewards. 

● Take care when signing up to services, (third parties use your information). 

● Check privacy settings. 

● Learn about digital rights 

 

The Children’s Commissioner has been working on children’s digital rights. 

Children’s Commissioner- Growing up digital 

Children’s rights to privacy online. 

 

 

https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.internetmatters.org/hub/expert-opinion/children-privacy-and-the-internet/
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Online bullying 

● Look for changes in behaviour 

● Talk to your child about what is/ has happened. 

● Be clear they are not alone who they can approach 

● Save a copy of the message as evidence 

● Block sender 

● Report to school  

 

In serious cases CEOPs report button 

https://www.ceop.police.uk/Ceop-Report/
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In summary 

● Have an acceptable use policy - get the family to read/sign it. 

● Add parental controls 

● Monitor usage 

● Know how to block and report 

● Set appropriate time limits 

● Keep personal data safe 

● Learn, celebrate and enjoy together 
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Celebrate 
positive use 
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Top resources 

Thinkukno

w 
 

 
 

 

 
 

 

Childnet  

Parent carer resources 

https://www.thinkuknow.co.uk/parents/
https://www.thinkuknow.co.uk/parents/
https://www.commonsensemedia.org/game-reviews
https://www.internetmatters.org/
http://www.childnet.com/parents-and-carers/hot-topics
http://www.saferinternet.org.uk/safer-internet-day/sid-2016/education-packs/parentcarer-resources
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See it report it 

http://www.seeitreportit.org/
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More Education resources 

● http://www.saferinternet.org.uk 
● Insafe resources 

● Childline 

● Childnet 
● CBBC 

 

 

http://www.saferinternet.org.uk
http://www.saferinternet.org/resources
http://www.childline.org.uk/Pages/Home.aspx
http://www.childnet.com/young-people
http://www.bbc.co.uk/cbbc/topics/stay-safe
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Engaging Parents/community 

https://www.thinkuknow.co.uk/parents/
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http://parentzone.org.uk/Digital-Parenting-Magazine-order-here 

Get Digital Parenting Magazine 
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More resources for Parents 

http://www.theparentzone.co.uk/ 
Parenting in the Digital age 
http://www.internetmatters.org/ 
saferinternet.org - parent page 
http://www.vodafone.com/content/parents.html 

http://www.saferinternet.org/resources 
http://www.childnet.com/parents-and-carers 
LGFL page 
https://www.getsafeonline.org/safeguarding-children/ 

http://www.theparentzone.co.uk/
http://www.pitda.co.uk/
http://www.internetmatters.org/
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
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http://www.saferinternet.org/resources
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.lgfl.net/esafety/Pages/parental-advice.aspx
https://www.getsafeonline.org/safeguarding-children/
https://www.getsafeonline.org/safeguarding-children/
https://www.getsafeonline.org/safeguarding-children/

