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Online safety




It's

about
behaviour
not
technology
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What we can do




What can | do right now?

D Open dialogue with your child

D Family agreement

D Consider filtering and blocking software
D Think before you/they post

D Understand the laws

D Privacy settings and reporting

D Save the evidence and report the incident
D Age ratings on apps and games

D Protect their personal information
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Parental controls:

Blocking and reporting:  Monitoring

e On device e Know how to block and e Monitoring what your child
e Broadband provider report other users who are likes to do online:

e Search engine behaving inappropriately e Ask them to show you

e Disabling choices in Apps what they do.

e Play some online games.
Setting appropriate time limits. ® Askthem to teach you.

Being a positive role model Celebrating positive uses

internet

matters.org

NSPCC

Talk to your child about:

how to stay safe

the importance of staying safe.

choices and their consequences.

what personal information is and how to keep it private.

(7 ommon  ¢§yintemer
sense Centre @ldnclc



https://www.internetmatters.org/
https://www.commonsensemedia.org/
https://www.thinkuknow.co.uk/parents/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/
https://www.saferinternet.org.uk/

G
NSPCC - TEAM ©

The NSPCC suggests parents and carers are an essential part of the T.E.A.M that helps keep children safe online:

T = Talk about staying safe online
E = Explore their online world together
A = Agree rules about what is ok and what’s not

M = Manage your family’s settings and controls

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware

@ldnclc
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https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/

Family Agreement

Suggested ideas for an agreement with younger children.

Who is responsible for this?
I will use my tablet for mins | Isabel and Phoebe
a day

We will make sure the children's Mum and dad

favourite games are bookmarked for
them to get to easily

Suggested ideas for an agreement with pre-teen children.

\We agree fO...

| will tell mum and dad when [ see Jack and Tom

Who is responsible for this?

something that worries me

We will put parental controls in place Mum and dad
but review it as the children grow up

http://www.childnet.com/blog/family-agreement @idncic



http://www.childnet.com/blog/family-agreement
http://www.childnet.com/blog/family-agreement
http://www.childnet.com/blog/family-agreement

General Data Protection Regulation @

Preparing for the General Data Protection

RETNETTN (SN EN 12 steps to take now
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https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf

o General Account Settings
©° General

D Security Name Julia Lawrence Edit

[E Privacy
] Timeline and Tagging

e Blocking
E Language

e Motifications
® Mobile
Public Posts

B8 Apps
m Ads

Payments _\ /_

@ Support Inbox
ﬁ Videos Download a copy of your Facebook data.

@ldnclc
londonclc.org.uk



Growing Up Digital Cth dren’s SCHLLINGS @

A report of the Growing Up Digital

Taskforce Commissioner IZ

Promoting and protecting children’s righ
January 2017 omoting pr g en's rights

Simplified version of Instagram Terms and Conditions

Officially you own any original pictures and videos you post, but we are allowed
to use them, and we can let others use them as well, anywhere around the
world. Other people might pay us to use them and we will not pay you for that.

we may keep, use and share your personal information with companies connected with Instagram.
This information includes your name, email address, school, where you live, pictures, phone
number, your likes and dislikes, where you go, who your friends are, how often you use Instagram,
and any other personal information we find such as your birthday or who you are chatting with,
including in private messages (DMs).

We might send you adverts connected to your interests which we are monitoring. You
cannot stop us doing this and it will not always be obvious that it is an advert.

We can also delete posts and other content randomly, without telling you, for any reason. If we do
this, we will not be responsible for paying out any money and you won’t have any right to complain. @ldnclc

Growing Up Digital PDF londonclc.org.uk



http://www.childrenscommissioner.gov.uk/sites/default/files/publications/Growing Up Digital Taskforce Report January 2017_0.pdf

Blocking and Reporting

Internal and external to the app, game, website.

internet z ’ 000

matters.org [NV RPOORRPRROPI . .. <cicoL sarc | REPORT 1sSUE

Take Action

report issue

if you're worried about anything you or your child come across online, you should report it
v y to the relevant org: and to the site where you or your child saw it

CEQE

The links below take you directly to the report pages of organisations who can offer advice. You can also
report problems directly to social networking sites - our Social Networking page has all the relevant
information about this. There are also links to our Deal With It’ pages, where you can find advice on specific
issues plus recommended forums to get support and talk to other parents

A Mational
Crime Agency
command

Where to report a problem

Action Fraud 4 CEOP

The CEOP Command of the Nat
Jedicated to tackiing the sexual
. jon of chiidren and young

1tyou think your child

X | don't want to see this Actonfraud

B
& 3 unfoliow

n
) Internet Watch Foundation '
. o
y e ) sexual oniine you can ntent online or
"; ‘Watch e for them, you can
1) J
Re [
n
€ v More options hatred you can
-
—

@ldnclc
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https://www.internetmatters.org/report-issue/
https://www.facebook.com/help/263149623790594/
https://www.ceop.police.uk/Ceop-Report/
https://www.facebook.com/help/263149623790594/

FB:Reporting an underage child

Report an Underage Child

If you believe there is a child under the age of 13 using Facebook, please use this form to file a report.

Please provide a link to the profile you're trying to report so we can investigate. Some people have the same name, so a
link to the profile helps us to be sure we found the right person. To get a link to the profile you want to report, first go to
the profile, then copy the URL from your browser's address bar:

= _9‘_ ( https://www.facebook.com/example

Search for people, places and things

URL of the timeline you'd like to report

This will help us take action on your report
Full name of the person you'd like to report

Actual age of the child
Pick One v

Other
Your contact email address

If you're reporting a child's account registered under a false date of birth, and the child's age is reasonably verifiable as @
under 13, we will promptly delete the account. You will not receive confirmation of this action, but you should no longer l d l k
be able to view this child’s timeline on the site. Our ability to review and take appropriate action on a report significantly 0 n O n C C- O rg . U

T T T - TP SRR T 1. | HEPRY 7 Y T TR



https://en-gb.facebook.com/help/contact/209046679279097

@

Social media, live streaming, gaming apps

e Chatting to strangers.
e Inappropriate content.
e Posting inappropriate content

Musical.ly 00V00 Yellow . :
ROB]E%
(& common sense media @ldnclc

p—
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https://www.internetmatters.org/parental-controls/social-media-guides-parents/
https://www.internetmatters.org/advice/apps-guide/#tab-1431531253-2-18
https://www.internetmatters.org/hub/expert-opinion/musical-ly-app-parents-need-know/
https://www.net-aware.org.uk/networks/musically/
https://www.roblox.com/
http://www.childnet.com/blog/roblox-a-guide-for-parents
https://www.commonsensemedia.org/app-reviews
https://www.net-aware.org.uk/networks/oovoo/
https://www.internetmatters.org/hub/news-blogs/yellow-dating-app-teens/

ZIpit App: Inappropriate messaging

Childline Call 08001111 0 About us v

ONUNE, ON THE PHSNE, ANJTIME

flirty chat back on track Zipit ha: r etely

2 with you in mind. It's now easier (and more fun) thar ake control of

On this page
Downlood Zipit

Will | be ch

WHAT DOES ZIPIT DO? What you con do with Zpit

the fully

trying to get you to send them naked images of yoursel
t app to keep the situation under control

Zipit helps you to respond to unwanted chot with the power of GiFs. We've
and olso chosen a selection of top ones from GIPHY.

of a dedicat
ul tips on how to nov

new content with
ting guide with

We've cre
revised ous

people and

® coll Childiin /e the number to

DOWNLOAD ZIPIT

LIJWade 2015/16


https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/sexting/zipit-app/

Parental control: Mobile network

Vodafone
Virgin
EE

3
Tesco mobile

To protect a specific device for your family, click

I a I k I a I k on the icon and follow our simple step-by-step guide.

@ldnclc
londonclc.org.uk


http://parentalcontrols-on.org/O2
http://parentalcontrols-on.org/O2
http://parentalcontrols-on.org/vodafone
http://parentalcontrols-on.org/Virgin-Mobile
http://parentalcontrols-on.org/ee
http://parentalcontrols-on.org/3
https://www.internetmatters.org/parental-controls/interactive-guide/?gclid=EAIaIQobChMImZX8oaHZ1gIVz7ftCh3AlQujEAAYASAAEgL5MfD_BwE

PopJam: Under 13 social media

SUPE|

POPJAM [

Safe social engagement
with the under-13 audience

AWESOME

[aNa)

% Introducing PopJam
Y s CoP .

E MG SA
LIJWade 2015/16


https://www.superawesome.tv/
https://www.superawesome.tv/popjam

Parental controls:Internet Provider

§) Uk safer
internet
Centre

Advice Centre  Hotline  Helpline ~ Pupil powered e-safety Q

Home | Advice Centre | Parents and Carers | Parertal conireis offered by your home intemet provide

Parental controls offered by your home intemet provider

How to set up filters on your home intemet to help prevent age
inappropriate content being accessed on devices in your home.

The 4 big Intemet providers in the UK ~ BT, Sky, TalkTalk and Virgin Media - provide their customers with free parental controls which can be activated at any time. They have
come together to produce these heipful video guides to help you to downioad and set-up the controls offered by your provider.

.

How 1o set up the parental controls offered How 10 set up the parental controls offered How 1o set up the parental controls offered
by BT by Sky by TalkTalk

Protecting your family online:
Virgin Media Security

How to set up the parental controls ofered D@
by Virgin Media v

@ldnclc
londonclc.org.uk


https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls-offered-your-home-internet-provider

Parental controls:

Search engines, online content, gaming.

e Search engines

e Online content( TV,videos, music)

e (Gaming consoles

600

Aboutus  Cont

internet

Vou are here. Home - Controls > Entertainment

entertainment & search engin

The media and entertainment industry has seen a huge transformation as it becomes digitised,
with most entertainment content such as films, TV programmes, and games now being
accessed over the internet. This means children are able to watch content wherever and
whenever they're online.

of boys aged 13-16 play of girls aged 912 have
games with other people on watched video clips online
31%

50% the internet’

53%

It's important to keep ahead of what risks inappropriate content might pose for your child s you can chat to
them about the issues and take the correct preventative measures.

But it’s also important to think about setting the right parental contrals in the places where your child is
accessing online content as it will help prevent them stumbling upon something they shouidnit

Here are the relevant links by parental controls instructions for the maj
services & search engines.

Parental control setup guides for search engines:

Google  Yu® bINg

Google YouTube Bing (2

Parental control information for online content:

B Googl NETFLIX ®iTunes iPl!a'y.eF {D o

Google Play Netflix iTunes BBC iPlayer 4od &

Parental control setup guides for online gaming consoles:

o) @ /r3  ~ra
wnrenne L\ YEOKONE o
SWITCH
Nintendo Xbox One Xbox 360 PS3 PS4
Switech

search

matters.org RN Apvice conTROLS | EXPLORE EENCSIN  STARTSCHOOL SAFE  REPORT ISSUE

of children aged 11-16 who
use the Internet watch video
clips daily

Build your
own
parental

controls
guide

dnclc

londonclc.org.uk


https://www.internetmatters.org/parental-controls/entertainment-search-engines/

Google safe search

@

Google search settings Google
Turn on SafeSearch Search Setings
\ f:::a:s‘ms ::ss hhc::hmlpy block in: xplicit images from your Google Search results. The

SafeSear ohﬂ! n't 100% accurs t buHh Ip you avoid most violent and adult content.
Help
Tum on SafeSearch  Lock SafeSear

Results per page

Block explicit results on Gooqgle using SafeSearch

If you still see inappropriate content report it.

@ld

nclc


https://support.google.com/websearch/answer/510?co=GENIE.Platform%3DDesktop&hl=en
https://www.google.com/webmasters/tools/safesearch?pli%3D1&pli=1

Child friendly search engines

ts page

swiggle.org.uk

SAFE SeancH Kios

The kid friendly search engine

@ldnclc
londonclc.org.uk


http://www.swiggle.org.uk/
http://www.kidrex.org/
http://www.safesearchkids.com/

@

YouTube: Restricted Mode

You must turn it on on each browser

e Sign into youtube, (If you don’t have an account create one).

e Settings > Scroll down> Click on Restricted Mode>Select On >Save
You can save this setting so no one can change it.

n Yu uT“he Aﬂ' Language: English (UK) ~ Content location: United Kingdom Restricted Mode: Off + z History 0 Help

Restricted Mode

« Restricted Mode hides videos that may contain inappropriate content that is flagged by users and other signals. Mo filter is 100% accurate, but it should help you avoid most inappropriate content.
» Your Restricted Mode setting will apply to this browser only.

©Qon ) off

Lock Restricted Mode on this browser

Restricted Mode |lock prevents others from changing the Restricted Mode settings on this browser.

Save

@ldnclc
londonclc.org.uk



Report user in Youtube

@

Click on the user > About >Flag> Report user

HOME

Links

Googlet+

VIDEOS

PLAYLISTS

CHANNELS

DISCUSSION

ABOUT

Q

Stats
Joined Apr 18, 2014

10,108,404 views

=

@ldnclc
londonclc.org.uk



YouTube Kids Apps

You([TH)
KIDS

Dive into a world of
discovery, learning, and fun

YouTube Kids gives your family an easy way to watch
their favorite shows, or explore anything that captures
their imagination. It's free, simple to use, and full of
family-friendly videos.

YouTube Kids. Made for curious little minds.

d on the

P> GooglePlay | @ App Store

@ YouTube Kids Parental Guide  For more information about YouTube Kids, including how to set up parental controls, please check out our Parent Guide.

@ldnclc
londonclc.org.uk



@

Sel:l:ing time limits: Avoiding addiction

Establish time limits and tech free zones

Choose quality apps, games, movies that are age appropriate.

Balance activities: Tech time and other activities

Watch and play together. Find out what your child likes to do in the digital

world.
e Be a good role model: Use media the way you would your children to use.

@/ common
sense
@ldnclc

londonclc.org.uk

Family agreement



http://www.childnet.com/blog/family-agreement
https://www.commonsensemedia.org/video/advice/technology-addiction

G

Parental controls:

e On device
o Disabling location services
o In app purchasing
o Content Parental

controls

Pt corteis ca el Koo s i et

f

®
M

e Internet provider SeMEE

e Mobile network provider
e Search engine, games, online content

@ldnclc
londonclc.org.uk


https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/parental-controls/

Parental control:
On Device & Computers

Turn off
o in app purchases
o location services
o Share my location

Restrict content
Password protect the changes

Only download age appropriate
apps and games

internet

matters.org

IPhone,iPad, iPod
Android

[

™
w U'l

(& common sense media

@ldnclc
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https://support.apple.com/en-gb/ht201304
https://www.wikihow.tech/Set-Up-Parental-Controls-in-Android
https://support.apple.com/en-gb/ht201304
https://www.wikihow.tech/Set-Up-Parental-Controls-in-Android
https://www.commonsensemedia.org/app-reviews
https://www.internetmatters.org/parental-controls/devices-computers/

Parental control apps

For Android:
e MMGuardian Parental Control internet
e Funamo Parental Control matters.org
e Kids Place — Parental Control
e Applock “
e Screen Time Parental Control

@ldnclc
londonclc.org.uk


https://www.internetmatters.org/hub/expert-opinion/five-parental-control-apps-to-keep-your-child-safe-online/

Digital Parenting Magazine 6

et Bl Membertio f @
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Welcome 2 Digital Families 2017

Click HERE to read, print or download the current issue of Digital Parenting

‘Order the new edition of Digital Parenting HERE
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Online reputation: Digital Footprint

Understand the implications:

Understand the importance

of oversharing.
iInappropriate images.
iInappropriate comments.
Poor judgment when posting. matters.org

Iéhmiﬁgé 3
i

internet

of privacy settings.
Good quality passwords and the need to change them regularly.
Treating others online well
Correcting inaccurate information

Deactivate accounts no longer used @

parentiNFo

FROM CEOP AND PARENT ZONE

@ldnclc
londonclc.org.uk



http://parentinfo.org/article/your-child-s-digital-footprint
https://www.internetmatters.org/issues/online-reputation/

@

Identity theft

Keep personal information private

Use strong passwords, keep them private and change them regularly
Don’t give out personal information for rewards.

Take care when signing up to services, (third parties use your information).
Check privacy settings.

Learn about digital rights

The Children’s Commissioner has been working on children’s digital rights.
Children’s Commissioner- Growing up digital
Children’s rights to privacy online.

@ldnclc


https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.childrenscommissioner.gov.uk/publication/growing-up-digital/
https://www.internetmatters.org/hub/expert-opinion/children-privacy-and-the-internet/

Online bullying

Look for changes in behaviour
Talk to your child about what is/ has happened.

Be clear they are not alone who they can approach
Save a copy of the message as evidence
Block sender

Report to school

In serious cases CEOPs report button

@ldnclc


https://www.ceop.police.uk/Ceop-Report/

GO:;"] gle robin B ! Q

All Images Videos News Shopping More Settings Tools
Size ~ Color = Type ~ Time ~ Usage rights ~ More tools ~

v Not filtered by license
Labeled for reuse with modification
Labeled for reuse

Labeled for noncommercial reuse with modification

Labeled for noncommercial reuse
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In summary

Have an acceptable use policy - get the family to read/sign it.
Add parental controls

Monitor usage

Know how to block and report

Set appropriate time limits

Keep personal data safe

Learn, celebrate and enjoy together
@ldnclc



Celebrate

o
& positive use

@ldnclc
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Top resources

T h i n k U k n O Welcome to CEOP's Thinkuknow
. e
W -

pre
[P S e g

common
(\/’ cance Childnet

Parent carer resources

) Childnet
@ International

internet

matters.org

@ldnclc
londonclc.org.uk


https://www.thinkuknow.co.uk/parents/
https://www.thinkuknow.co.uk/parents/
https://www.commonsensemedia.org/game-reviews
https://www.internetmatters.org/
http://www.childnet.com/parents-and-carers/hot-topics
http://www.saferinternet.org.uk/safer-internet-day/sid-2016/education-packs/parentcarer-resources

See it reportit

HELP REPORT

ONLINE EXTREMISM

The glorification of violence and extremism is spreading on social
media. It poisons minds and costs lives. You can stop it in its tracks.
Now is the time to act.

Now is the time to See it, Report it.

@ldnclc


http://www.seeitreportit.org/

@

More Education resources

http://www.saferinternet.org.uk
Insafe resources

Childline

Childnet

CBBC

@ldnclc
londonclc.org.uk


http://www.saferinternet.org.uk
http://www.saferinternet.org/resources
http://www.childline.org.uk/Pages/Home.aspx
http://www.childnet.com/young-people
http://www.bbc.co.uk/cbbc/topics/stay-safe

Engaging Parents/community

‘ren fro
M ablise online

D o> -

I need to report an incident I'm concerned about my child I'd like to understand more about
keeping my child safe

Parents & carers have found these topics helpfut

Have a concern?
Worried about your child and online
It s important to stay calm and consider the steps below: porn?
‘Flnd out mi Sharing pictures of your children
nything. taki y There's lots of information and What ine gs g
advice on this site to help you keep your child safe and access support. Further support If you
are concerned about your child.

@ldnclc
londonclc.org.uk


https://www.thinkuknow.co.uk/parents/

@

w

digital .
resilience?
And wivy is it 88 Importamt

10 your chitd’s Rture?

http://parentzone.org.uk/Digital-Parenting-Magazine-order-here @ldnclc
londonclc.org.uk



http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here
http://parentzone.org.uk/Digital-Parenting-Magazine-order-here

More resources for Parents

http://www.theparentzone.co.uk/

Parenting in the Digital age
http://www.internetmatters.org/

saferinternet.org - parent page
http://www.vodafone.com/content/parents.html
http://www.saferinternet.org/resources
http://www.childnet.com/parents-and-carers

LGFL page
https://www.getsafeonline.org/safequarding-children/

@ldnclc
londonclc.org.uk


http://www.theparentzone.co.uk/
http://www.pitda.co.uk/
http://www.internetmatters.org/
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
http://www.vodafone.com/content/parents.html
http://www.saferinternet.org/resources
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers
http://www.lgfl.net/esafety/Pages/parental-advice.aspx
https://www.getsafeonline.org/safeguarding-children/
https://www.getsafeonline.org/safeguarding-children/
https://www.getsafeonline.org/safeguarding-children/

